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Microsoft Internet Explorer

w  Favorites  Tools  Help |

Back ~ = - Q) 2t | Qsearch GEFavortes lmedia oF | B Sh

=10l x|

Address I&j https:}fmpki. pinkroccade. comfservices/InterpayiederlandBy digitalidenter htm j @Go | Links **

. . Getf¢ni
EQUENS Digital ID Center ‘ Pg:;:ccade
I e

Equens Nederland B.Y. Digital ID Center

M ENROLL

Choose this option to enroll for a client Digital 1D.

# Click this link to enroll for an IPSec Digital ID for a YPN device

ol PICK UP ID {Client certificates)
Choose this option if you enrolled for a Digital 1D but did not pick it up.

%7 SEARCH
Choose this option to search for a Digital 1D. This function is useful for determining whether
a Digital ID is valid, expired, or revoked. Y¥ou may also download IDs fram this option.

- Choose this option to renew a Digital 1D which is expiring or which has already expired. You
should generally start renewing your Digital ID at least one month before your Digital ID is
due to expire

@ REYOKE
Choose this option to revoke your Digital |D. Digital IDs should be revoked immediately for
any suspected compromise, including lost or stolen private keys, corrupted key pairs,
change in site ownership, or suspected fraud.

=

INSTALL CA
22
+Click this link to display your CA certificate in the Base64 X509 format
+Click this link to display reqgistered domain names
Copright WeriSign, Ine All ights resened "'. VeriSign
‘ TRUST NETWORK™
||
@ [ [ |5 [ rternet 4

%



= . . @6A 6

Microsoft end-user Enrollment - Microsoft Internet Explorer | o ] 5

File Edit Yiew Favorites Tools Help |

GBack - = - @) il | Qhsearch  [GFavorites  Media ®| - 5

Address I@ https:/fmpki. pinkroccade, comfservices/InterpayNederlandgy client juserEnrallMs. htm j @Gn
eQuens Enrollment Getfgnics
Q . I PinkRoccade

Help with this Page

Complete Enrollment Form
Enter your Digital ID information

Fill in all required fields. Fields marked with an asterisk {*) are included with your Digital ID and
are viewable in the certificate's details.

First Name: * (required)

Nickname or middle initial allowed IG_A_

(Example: Jack B.)

Last Name: ¥ [required)

{example -- Doe) I.Janssen

Your E-mail Address: * [(required) -

(exarnple - jhdoe@verisign. com) Eanssen@company.eu
Company/Agency/0rg: *  (required)

(Example: VeriSign) ICompany
Dept/Div/Proj: * n —
(Example: Administration) IBetaIlngsadmlmslrat\e
Title:

{Example: Programmer) ICUntrDHer
Certificate Enrollment PIN:  (required) IAEF?SQ,;DAFAQ

Challenge Phrase

The Challenge Phrase is a unique phrase that protects you against unauthonized action on your
Digital 1D. Do not share it with anyone. Do not fose & You will need it when you want to revoke or
renew your Digital ID.

Enter Challenge Phrase: ireguired) l—
Do nat use any punctuation.

Optional: Enter Comments

In some cases, your administrator will instruct you to enter Shared Secret information (known only
to you and the administrator) in this field. The administrator uses this shared secret to verify that it
really is you submitting the application. This comment will not be included in your Digital 1D.

| E

If all the information above is correct,
click Submit to continue.

Vi YoiSiem,
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Microsoft Internet Explorer x|

Confirm wour e-mail address:
janssenidcompanty. ey

IF your e-mail address is correct, click Ok, IF not, dlick CAMCEL and
carrect it in the enrallment Form,

If the e-mail address is nok correct, wou will not be able ko use vour Digital 10,

Cancel |
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Potential Scripting Yiolation |

This Web site is requesting a new certificate on your behalf, You should allow only trusted Web sites to request a certificate for you,
Do you want ko request a certificate now?

|
o
@]
o

#1

>

* R0
I’

o

ital ID Enrollment - Microsoft Internet Explorer =10l x|

File Edit ‘“iew Favorites Tools  Help |
Back + = - Q) 2t | @search GEFavortes media oF | B Sh

Address I@ https:/fmpli. pinkroccade. com/fservices/InterpayNederlandBY/cgi-binfsophia. exe j @GD

€quens  Digital ID Services  Getidnics

PinkRoccade

Look in Your E-mail

Go to the inbox of the e-mail address you entered in the enrollment form. There you will
find an e-mail message from your administrator with instructions for installing your
Digital ID.

Copyright WeriSign, Ine. All ights reserved. " VerlSi
\ e

TRUST NETWORK™
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From: rm.autorisatiebeheer@nl.equens.com
Send: woensdag 2 augustus 2006 14:13

To: Janssen, Dhr. G.A. (Geert)

Subject: Equens Digital ID request confirmation

Dear G.A. Janssen,

Thank you for requesting a Digital ID.
Equens Nederland is processing your request, and
will notify you when your Digital ID is ready.

If you have questions about your application, pleas
contact Equens Nederland by replying to this e-mail
message.
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From: rm.autorisatiebeheer@nl.equens.com
Send: woensdag 2 augustus 2006 14:24
To: Janssen, Dhr. G.A. (Geert)

Subject: Your Equens Digital ID is ready

Dear G.A. JANSSEN,

Equens SE has approved your Digital ID request.
To assure that someone else cannot obtain a Digital
contains your personal information, you must retrie
Digital ID from a secure web site using a unique Pe

Identification Number (PIN).

You can retrieve your Digital ID by following these
steps:

Step 1: Visit the Digital ID retrieval web page. Yo
retrieve your ID at:

https://mpki.pinkroccade.com/services/
InterpayNederlandBV/client/mspickup.htm

Step 2: In the form, enter your Personal Identifica
Number (PIN):

Your PIN is: 641625923

Step 3: Follow the instructions on the page to comp
installation of your Digital ID.

If you have any questions or problems, please conta
SE by replying to this e-mail message.

& D &

ID that
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icrosoft Internet Explorer

s Tools  Help |

GaBack ~ = - @) | @usearch GaFavortes Elimedia oF | B S

Address I&j https:ffmpki. pinkroccade, comyservices/Inter payNederlands client fmspickup, htm j @GU

€Quens  Digital ID Services  Getidnies

Pick Up Digital ID

Important: To complete this step, you must use the same computer you used
to submit the enrollment form.

You need the Personal Identification Nurnber (PIN) to complete this step. You received it in an e-
mail message that was sent immediately after you submitted the enrolliment form.

This was sent by the administrator to the e-mail address entered in the enrollment form

Copy (Ctrl + ¢ the PIN number fram the e-mail, paste (Ctrl +v) it into the box below, and click
SUBMIT.

Adfter you submit the PIN, it will take up to three minutes to generate the Digital [D. Do not interrupt
the browser until there is a response.

Enter the Personal Identification
Number {PIN): 541625923

Copyright VeriSian, Inc., All rights resened. r VeriSigl‘l

TRUST NETWORK™
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GBack - = - (@ i | Qisearch (G Favorites @lfMedia (% | - S
Address I@ https: {fmpki, pinkroccade, comfservices/InterpayNederlandBY ferror fmsinserr, him j @Go |L|nks Lol

=l

€EQUENS ‘ Error Ge‘t@nics

Digital ID Center |

Digital ID Could Not Be Installed

The most likely reasons for this problem are:

PinkRoccade

You may have already installed the Digital ID earlier. Look at the "Personal
Certificates" in the browser's "Options" menu. If you see the Digital ID there, you
need not install it again.

The browser you are using now is not the same one you used when you
enrolled for your Digital ID. ¥ou must use the same browser, on the same
computer, to enroll and install your Digital ID.

You are not running the latest version of Internet Explorer. Click here to get
the latest version of Internet Explarer.

The certificate database in your Web browser is not accepting your new
Digital ID. {The database may be corrupted.) Install Internet Explorer again and
re-enroll for an 1D,

Copyright WeriSign, Ine. All rights resenred " Verisigl]
A TRUST NETWORK™

E

|&] pone [ 2 [ meernet v

Potential Scripting Yiolation x|

A

This Web site is adding one or mare certificates to this computer. Allowing an untrusted Web site o update your certificates is a security risk, The Web
site could install certificates you da nat trust, which could allov pragrams that vou do not trust ko run on this computer and gain access ko your data,

Do you wank this program ko add the certificates now? Click Yes if you trust this Web site. Otherwiss, click No.




& F # +

D Download - Microsoft Internet Explorer o ] 5

Edit Wiew Favorites Tools Help |

dBack - = - @) bt | Qhsearch  [GFavorites  SMedia ®| - 5

Address I&j https:/fmpki. pinkroccade. comfservices InterpayiederlandBy fcgi-binfsophia. exe j @Gn

€QUENS Digital ID Services ‘ Ge},i@m“: cade

Congratulations!

Your Digital ID has been successfully generated and installed.
Your Digital 1D Information.

Organization = Company

Organizational Unit = Betalingsadministratie
Comman Mame = G. 4. Janssen

Email Address = janssen@company.eu

Serial Humber = 622fe2daS0e00592e5d06423845a2068
Consult our Help Desk and Tutorials:

1. Go to the Help Desk to view our tutorials and other usefil information
2. Go to the Digital [T Clenter to find out more abeout Digital IDs and Digital ID services.

Copyright VeriSian, Inc., All rights resened. r VeriSigl‘l
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Internet Options ilil

Generall Seu:urit_l,ll Frivacy Content | Connections F'ru:ugramsl .&dvancedl

— Content Adwvizor
m Ratings help you control the Internet content that can be

wvigwwed on this computer.
1 [ setings.
— Certificates

% |lze certificates to pozitively identify yourself, certification
@l authorities, and publizhers.

Certificates... | Publishers. ..

— Personal infarmation

AutoComplete. .
and zuggests matches for you,

E._ AutoComplete stores previous entries

Microzoft Profile Agzsistant stores pour My Profile...
perzanal infarmation. =

3

OFk. | Cancel | Spply |

$ "75 6 &




Certificates

Intended purpose:

Personal |Other Peaple | Inkermediate Certification Authorities I Trusted Root CertiFicatianIL

Issued To | Issued B | Expiratio. .. | Friendly Marme | -
Ele.a Janssen Interpay Tesk Root €A 71002008 <Mone:

=l
Import. ., Export... Remoye Advanced. .. |

Certificate intended purposes

i

$ "98 - - (9 -

A.* - - + @ . #6 >6 &

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revacation lists from a certificate
store bo wour disk,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure netwark,
connections, & certificate store is the system area where
cettificates are kept,

To continue, click Mext.,

= Back Cancel

1%



#9$

- & & ' & # & .5 >#
- < 7 #& .5 0& ‘-1 8
>t & #& .5 - &# -D. #
.. #6 >6
Certificate Export Wizard x|
Export Private Key
You can choose to export the private key with the certificate.
Private keys are password protected. IF you want o export the private key with the
certificate, wou must bvpe a password on a later page.
Do yiou wank to expart the private key with the certificate?
& %es, expork the privake keyi
€~ Mo, do not export the private key
< Back I Mext = I Cancel
$ !n ( 7 <
B
A L& . &
6 , >- 6 & #
6 0 # 6
& .0& * #
6 -# & .5 - >H# 6
&. & +# + #& .5& ' - >H
& - + # 0 +.
<S>H - ! -
0 - 7+ # & .5. - & 76
'8
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"5 * - ># 0

' 68



Certificate Export Wizard

$ T@ 9% $ $

# %

Certificate Export Wizard

B B 2 g




#/

#9

Certificate Export Wizard x|

File to Export
Specify the name of the Ffile wou want to export

File narne:

ciigajanssen| Browse. .. |

< Back I Mext = I Cancel |

& . F & + - & #
*-oo- # & 6= 6. #
, & O D..#6B -6

Completing the Certificate Export Wizard

‘fou have successfully completed the Certificate Export wizard,

‘You have specified the Following settings:

File Narne cilgajanssen.pfx
Export Keys Yes
Include all certficates in the certification path Mo
File Format Personal Infarmation Exchange (*.pFx)
4] 1]
< Back < Back Cancel
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The export was successful,

& ( ># - # 0 &
_lolx|
File Edt “ew Favorites Tools Help |
Back -+ = - | Q) search ||:E;FOIders ®| EE X wm | EH-
Address [ Local Disk () z] P
Folders X 1=
:ﬁ Deskkop 1
E@, My Camputer
&2 31 Floppy (A2) gajanssen, pFx
=1 ocal Di
{: Documents and Settings
{7 Pragram Files
i System Yolume Information
£ winnr
@ Compack Disc (D)
(3 control Panel
My Mebwork Places || ||
o I
|Type: Personal Information Exchange Size: 2.16 KB 216 KB |@‘ My Computer 4
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Some filez can harm your computer. IF the file information below
lookz suspicious, or pou do not fully touzt the source, do not open or

zave thiz file.

File name: aetcacert. cer
File type:  Security Certificate

Frarm: mpki. pinkroccade. com

& Thiz type of file could harm your computer if it containg
malicious code.

YWiould you like to open the file ar zave it ko pour computer?

Open |

¥ | filwavs azk before opening this ype of file
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Our record indicates that your Digital ID will expi
you have already renewed your Digital ID, please ig

Otherwise please call Customer Services Equens Nede

Exception:
You can also apply for automatic renewal of your Di
under the following conditions:

1. You must have the original Digital ID on the com
MPKI site.

2. The location of the ID must be in the right plac
connecting the MPKI site.

If you meet this criteria, please visit:
<URL Pink Roccade>
to renew your Digital ID.

Note to Netscape users: To complete the renewal pro
Challenge Phrase you used to enroll for your origin
following Renewal ID Number:

Your Renewal ID number is : XXXXXX

If you have any questions or problems, please conta
to this e-mail message.
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